Welcome to Simpl First
Annual Community Event

The event will start at 4:] |




@ Simpl Annual
(@ Community Event
30 January 2025




Keep in mind today

Hybrid event.

Comment and ask questions on Sli.do (code: 2151729)
Sessions are being recorded.

Remember to silence your phones.

Executive room available for brief calls in the morning.
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What does your badge mean? Speakers

It's Simpl! ™

Attendees

Simpl Simpl )] Simpl Simpl
Annual. Annual " Annual Annual
Community Community N\ Community Community
Event Event Event Event

Name Name Name
Organisation Organisation Organisation
ROLE ROLE

Name
Organisation

White - General interest - Simpl-Open Orange - Simpl-Live lurquoise - Simpl-Labs

Pay attention to the color of participants’ badges to connect
with people who share your interests!



Welcome address

Introducing the Speaker

Pearse O'Donohue
Director Future Networks

DG CNECT European Commission
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Agenda

Welcome address
Simpl: Enabling the dataspace ecosystem
Showcasing Simpl-Open MVP

Simpl-Labs PoC: Testing development and interoperability
Simpl-Live: Supporting data spaces with Simpl

Workshop sessions, part A

Break-out 1: Unlocking Simpl-Open MVP: A Hands-On Exploration
Break-out 2: Enabling value through Simpl

Workshop sessions, part B

Break-out 1: Unlocking Simpl-Open MVP: A Hands-On Exploration
Break-out 2: Enabling value through Simpl

Closing note

6 | Simpl Annual Community Event 2025

Coffee break

Transition to the

plenary room
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Simpl Annual Community Event

® Simpl: Enabling the data
(@ space ecosystem




Simpl: Enabling the data
ecosystem

Introducing the Speakers

Manuel Mateo Goyet Bjoern Juretzki Jolanta Suarez
Acting Head of Unit Cloud and Software Head of Unit Data Policy and Innovation Simpl Community and Engagement Manager,
DG CNECT European Commission DG CNECT European Commission Sovereign-X
& European |
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@ Committed scope

Possible Follow up - Implementation of Simpl Live/Labs;

Th e Sl m p I P r O g ram m e RO ad m ap Simpl-Live Feasibility Studies for new data space initiatives

Simpl-Open, Simpl-Live, and Simpl-Labs Potential next step still to be validated
2023 2024 2025 2026 2027 2028
Preparatory Study —
Procurement / Call for tender —
. Execution
Slmpl _ Open KICk -OFF ‘—
) _ Feasibility Study Execution
S|mp| T Livel* D
Simpl - Labs Feasibility Study Execution
) _ Feasibility Study Execution
Simpl - Live Il + EuroCloud ** N

. Feasibility Study & Execution
Simpl-Open Al Enablement

* Data spaces included: PPDS, EHDS2, LDS, EOSC, DestinE, SCDS ** Data spaces included: CEADS, GDDS, CEMDS, CEEDS
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2 O Showcasing Simpl-

@ Open Minimum Viable

(@ Open Product
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Showcasing Simpl-Open
Minimum Viable Product

Introducing the Speakers

Dominique Roelants Nicolas Auricchio Melanie Mirjana Friedrich Arian Firouzbackhsh
Project Owner Simpl-Open, Lead Architect Simpl-Open, IT Architect Simpl-Open, Data Space Architect Simpl-Open,
DG CNECT European Commission Sovereign-X Sovereign-X Sovereign-X
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What is Simpl-Open?

Core middleware solution

15| Simpl Annual Community Event 2025

Simpl-Open

A Open-source

A Middleware

A Cloud to edge
federations

A Enabling major data
initiatives
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Data space fundamentals
Influencing Simpl-Open
The data space context

A Data spaces are data & service sharing
ecosystems.

A Technology and contracts need to work
hand in hand to enforce proper data
sharing.

A Simpl-Open brings new features that
allow a stronger technology-based
enforcement.
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Simpl-Open covers the full

landscape of a data space @,.

’ — &

Simpl-Open unique value proposition

/‘ L=
@ Consumer

: I
Reuse, develop, integrate: ] \ >
| Participant
. i e 1 Simpl Agent
Simpl-Open: \ | I' i
ifi i ot Simpl-Open |
A Identifies suitable existing \\ Software Stack ¢ !
components. Sl Lo’ I
A Develops from scratch missing A - v
components. @} e) m
A Integrates them to simplify the . @ Data space
i Agent
deployment and set up of a data F—— Wi
sSpace. Governance A.
Participant

0
Simpl Agent
S {a
L=

Data Provider
Participant
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Simpl-Open covers the full
landscape of a data space

: . iy =)
Simpl-Open unique value proposition P N ot {&
. U4 1
Reuse, develop, integrate: ] \ (L) Consumer
1 b o e o e 1 Simpl Agent Participant
1 ]
. . . I
Engrained security: \\ Simpl-Open ,, i
. Software Stack |
The set-up of Simpl-Open secure S P |
communication is part of the S=— €
onboarding of new participants. o
m Data space
Simpl Agent
5
Governance A.
Participant
(L)
Simpl Agent
S {a
4
Data Provider
Participant
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Simpl-Open covers the full
landscape of a data space

. . y &
Simpl-Open unique value proposition s {,5
A S
/, \\ I_l &
. / \
Reuse, develop, integrate: ] \ @ clgn;gmer
: 'I------I Simpl Agent articipant
. o I
Engralned securlty. \\ Simpl-Open ,[ i
\\ Software Stack | r—=n
) F =N
* .\
— /
o . - \ Data spacel
« £ — = =\ Catalogue
impl Agen \( 50 \
Governance A. \ Data space /
Participant \Vocabulary
(L)
Simpl Agent
S|ia
=
Data Provider
Participant
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Simpl-Open covers the full
landscape of a data space

: . iy =)
- -y, 8l
Simpl-Open unique value proposition - ~ Gt {&
~
: / \
Reuse, develop, integrate: [ \ (L) Consumer
: 'I— _____ q S Participant
. . . I
Engrained security: \\ Simpl-Open ,, i
\\ Software Stack | &
Flexibility through configuration: Seer’ i {&
O a4
Inclusion of new typeS of o m Simpl Agent Infra. Provider
providers: Simplh/’\gent Data space Participant
. ; 5
Simpl-Open also conS|_ders_ Governance A. ]
Infrastructure and Application Participant
providers, enabling providers to (&)
- : - impl
bundle infrastructure, application and 0 /Slmp Agent o
datasets as they see the need. bz @) {&
S {a R
nl'a
Data Provider
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Simpl-Open covers the full
landscape of a data space

: . iy =)
Simpl-Open unique value proposition ==l B {&
: / \
Reuse, develop, integrate: I \ B Consumer
] b o e o e 1 S|mpl Agent Participant
1 ]
. . . I
Engrained security: \\ Simpl-Open ,, i
\\ Software Stack | a a
Flexibility through configuration: See’ i {&
a4
Inclusion of new types of = m SlmpIAgent Infra. Provider
providers: SlmpT;’;gent Data space ] Participant
Improved data sovereignty: GovernanceA B
Participant
Simpl-Open provides the possibility to (L)
define access policies, usage policies m /Simpl Agent
and contracts. S ®
Simpl-Open also enables custom data g & B A
sharing alternatives. & .
& Appl. Provider
Partici t
Data Prowder srepan
Participant
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Simpl-Open State of play

Business Processes partially covered by MVP release

<>, 1 Dataspace setup: Ro [ﬂ 7 SO G IR, 3a. Onboarding of X% 3b. Onboarding of end

providers & consumers

doo catalogues and

users
vocabulary

||||||| of governance authority

5. Provider adds a new TN 8. Consumer uses an

resource to the ( B 6. Consumer searches a contract with resource @ infrastructure resource
resources on catalogues T . -t )

catalogue Q —  provider from provider

9. Consumer uses 12. Management/ =
@ applications or data v ) operations of dataspace E= 13.IT administration
resources from provider ~ business °[?—>=—]°

BP6s covered@BRO6sheoM¥Ped in todayods demo
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simpl-programme.ec.europa.eu/book-p

European | 0 Login v

Commission

Simpl Programme

Home Community Development Publications About Q

BOOK PAGE
3a - Onboarding of a New Dataspace Participant - Providers
(data - application - infrastructure) & Consumers

M 1comment Share this page cc X ﬁ

Table of contents

3a - Onboarding of a New Dataspace Participant - Providers » 1- Setup of Dataspace: Role of
(data - application - infrastructure) & Consumers Governance Autharity

Description 2 - Setup of IDfTrust, Catalogues and

To help understand the content of this document, readers should familiarize Vocabulary
themselves with the e business
introduction containing the

The onboarding process for a new Applicant details the tasks and decisions
reguired to onboard 3 new organisation to a Dataspace. Both Providers and

3a.l - Onboarding of a new data

Ceonsurners can apply to a Dataspace and will be referred to as (Dataspace) o )
. space participant - attribute
Applicants from here on. )
placement during cnboarding
The Applicant Representative submits the onboarding requests to the Governance 3a.2 - Onboarding of a new data
ority. | ooroval they set the Si -ACent oca Sy . . R
Authority. Upon approval, they set up the Simpl-Agent, a local gateway enabling space participant - finalizing
Soti with a c < i i Sii . = rue N
[IT[GT’:CLIOIT with the dataspace. As such installing the Simpl-Agent is a crucial step onboarding
for onboarding to the dataspace. The Applicant Representative must install and
. 3a.3 - Onboarding of a new data
configure the Simpl-Agent. After successful setup, the Applicant receives the o
space participant - review of the
necessary security credentials, completing the onboarding process and allowing e
Arhanrdine raos et
4 S EEEEEEEEEE— >

The Business Processes of Simpl-
Open are available for review and
feedback on the Simpl-Open website
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Setup of the demo 1

[ e e e e e e e ———— 1 a
What has been prepared upfront ,,_L-N\ : ot {&
1. Simpl agents have been installed K A ay Consumer
for th_e Governance Authority, a : e . Simo! At Participant
Provider and a Consumer. v ] i
) _ Simpl-Open ,’ | 3
2. Governance Authority configured \ Software Stack_ g :
the catalogue by loading the *~_r.—' Il
schema and vocabulary. i 5 2 A '@' R
I
3. Consumer and Provider have : m --=-~ )
been onboarded, received their | UL SimeiAgent \\Dca;f‘af;%i‘f
security credentials and : Governance A. - T
configured their agent with it. I Participant 3
I
I
1

1 Simpl Agent
S {a
&

Data Provider
Participant
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Onboarding

Zoom into the process

A

Applicant prepares (1) and submits
(2) an onboarding request.

Governance Authority reviews (3)
and approves/rejects the request

(4).
Applicant generates security
credentials request (5).

Applicant uploads security
credentials request (6) and
downloads signed credentials (7).

Applicant configures security
credentials in the agent (8).

000
000
000

A

{

O

&
&
&

Applicant
Participant

S

A 4

Onboarding
ul

O

Admin
Ul

-

~N O |~

A 4

Utlllty 3

—— 1

Governance A.
Participant
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A bird-eye view on the demo

: : : &
What you will see in this demo - Bat| |1 o
»” o
1. A provider publishes a service offering ,' “ @) Consumer
(combining data, application and : 'I SRy ortciant
infrastructure) to the catalogue. v !
\ impl-Open / 5
2. A consumer discovers the service N Software Stack g 3 2 &
offering with its details from the S ;= '?‘ g
catalogue. A / o\
_ \ 5 Infra. Provider
3. The consumer establishes a contract (L) --~ = / Participant
. . Simpl Agent \ Data space
with the provider to consume the — \ Catalogue
service. Governance A. T
. .. Participant ’1 InfraTenant
4. The provider provisions the resources
(infrastructure tenant with data
accessible through an application). Simg‘l',}gent
5. The consumer receives the access % & 4
information and consumes the - g
resource. _
Data Provider
Participant
° ° European

Commission



Publication of a resource
In the catalogue

Simpl-Open MVP Demo

1. Data Provider prepares service
offering (combining data,
application and infrastructure) with
the visual editor provided by the
Simpl Agent.

2. Data Provider publishes the
service offering on the data space
catalogue.

5. Provider adds a new
resource to the
catalogue

/’ \\
/ \
/ \
! \
I [
|‘ I
\ Simpl-Open ,’
\\ Software Stack y
4
\~ -_— ”
O
T
Governance A.
Participant

rF=— ="

a=h
Lh ---« = )
Simpl Agent \ Data space

\Citalo_gui

/-

(&)

Simpl Agent
2D
S {a

=

Data Provider
Participant
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Syntax & Semantic
Validation

Zoom into Validation

Ensure Integrity and Consistency
of the Resource Description in the
Data Catalogue

Syntax Validation: The data types
and value constraints are
validated

Semantic Validation: Ensure
conformance with vocabularies

5% = == = = == =) ;s
Vocabulary
Schema & schema
gl °~
/’ S
& A -w 0

@{2 —J(. \

l
I_I ' Defines the el
) \ Data space bulary &
Data Provider ‘\ | Catalogue / ,’ Vocasﬂﬁéﬁqa Governance A.
Participant \ === ) Participant
DS ~ Ve
Ny \
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Search of resources Iin
the catalogue

Simpl-Open MVP Demo

1. Consumer logs-in with its
credentials to the catalogue.

2. Consumer uses the quick search
function to browse through service
offerings.

3. Consumer consults a specific
service offering description.

6. Consumer searches
o, resources on catalogues

—1 2
= [y
,la’ ‘x\ &
/ \
[} Consumer
| ‘| , @ Participant
\ I Simpl Agent
‘\ Simpl-Open ,’ 2
A Software Stack y 1
S ’
~ -’ 3
g
rF— ="
o 1 / (gp ©
L ---+ = )}
Simpl Agent \ Data space
5 \Catalogue
Governance A.
Participant
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Consumption of a
bundled service (infra,
data and application)

Simpl-Open MVP Demo

1. Consumer requests the
service offering from the Provider
and establishes a contract.

2. Data Provider sets up a Virtual
Machine on the cloud that runs a
pre-configured analysis
application.

8. Consumer uses an
infrastructure resource

@ @ from provider

- e
,/’ ~\ ‘[&
4 \\ L=
/ \
1 1 Consumer
| ‘| , Q Participant
i I Simpl Agent
‘\ Simpl-Open ,’
A Software Stack y — &
o ’ 1
F % nlla
o -
. Infra. Provider
@ — _( Participant
Simpl Agent \ Data space
" \Citalo_gui C—
Governance A. -
Participant InfraTenant
(&)
Simpl Agent 2
O {&
Data Provider
Participant
European
¢ i Commission




Multi-Cloud Sovereign

Data & Service Sharing 277N
. . & / =
Zoom into service set-up (step 2) Bad] (1 o / T \
- T 1
A Provisioning of infrastructure 01 |‘ -
resource on another cloud antsum?r () \\O;JeCt SStOff’J‘ge @
o o articipan i orage service
provider (muti-cloud). P &> o s S
~-—”
Assignment of Storage resource
from Storage providers (multi- 2a 2e 2¢C
cloud) ,,¢—-~~\
S \
Deployment of applications on the 8 m o e )
provisioned infrastructure Slla @)% - o ‘ ‘b
resource Q)G SimplAgent op VM + App
Data Provider ‘\ Cloud Provider ,’
Participant \ Infra Service y2
s
~-—”
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Consumption of a

bundled service (infra, a
. . - it
data and application) 277NN = {g
4 \
Simpl-Open MVP Demo K \ (&%  Consumer
| , Participant
i Simpl Agent
1. Consumer requests the |‘ ]
service offering from the Provider \ Simpl-Open ,'
d establishes a contract S omere StaCk/ &
an ' S A 2lia
2. Data Provider sets up a Virtual /’ JEnnh a4
Machine on the cloud that runs a = O S Infra. Provider
i i < = Participant
pre-configured analysis S \ Data space arieipan
application. —_— y Catalogue_
PP . . . Governance A.
3. Provider provides the link of the Participant InfraTenant
application and its credentials to
the Consumer.
(L)
4. Consumer connects to the Simpl Agent 2
application and uses the service. % {g
=
Data F.>r.ovider
9. Consumer uses FELElE
@ applications or data_ European
resources from provider Py ° Comfnission




/ v % D Development &

The Simpl-Open code Is open source v & (] hee= 8
Openness is a key part of the architecture approach @ [] Aeptication Provider &
] ] ] ] (0 C commonComponents &
A Source code is freely accessible in code.europa.eu/simpl
] . ] (0 C consumer &
A Installation and user readme.md file are part of the available
packages. @ D DataProvider @
A Releases are available for download. 0 [G] Governance Authority &
(0 | Infrastructure Provider &
> %2 ( Common-Components &
> % (C Contract-Billing &

Group ‘
|[) sept S Simple

> 3+ D Data1 &

Subgroups and projects.  Shared projects  Inactive e oem e

%» G Gaia-X-EDC &

B- | 1AA &

> %= | Infrastructure &

\ y
| I I 1 > 2 M Monitoring &
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Next steps for Simpl-Open
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High -Level Simpl-Open roadmap 2025-2026 @ Setup Use @B Operate

Q1 Q2 Q3 Q4 Ql Q2 Q3
25 25 25 25 26 26 26 Q4
Setup 26
Extend Gov. Authority support Control processes

Set-Up data space

Set-Up ID/Trust & Catalogue Extend ID/Trust support and catalogue configuration extension

Extend credentials management Implement Self-identification
D

Onboard data space Participant

Use

Publish Resource Enrich catalogue publishing

Search Resource Enhance catalogue search

Contract Extend contract information and mgmt Implement billing and invoicing

Consume Infrastructure Resource Extend infrastructure provisioning Implement advanced infrastructure services

Consume Data/Application Resource Extension of Dat'a Tmpemenfapplications sharing

Implement anonymisation Implement data treatment solutions
Operate
Mgmt/Ops of data space Extend monitoring and reports Implement audit Implement energy efficiency & sustainability
D S B S——
IT Administration Set-up and run Helpdesk Set-up and run Security Processes

European
Commission
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Break

Simpl Annual Community Event
will resume at 11:30




Simpl-Labs Proof of
Concept: Testing
development and

Interoperability
I
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Simpl-Labs Proof of Concept:
Testing development and interoperability

Introducing the Speakers

Ana Juan Ferrer Alessandra Urbani Federico Paparoni
Project Owner Simpl-Labs, Business Analyst Simpl-Labs, Solution Architect Simpl-Labs,
DG CNECT European Commission Sovereign-X Sovereign-X
b & E
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Experimenting with Simpl-Labs

What is Simpl-Labs?

Simpl-Labs is a product designed to
test and experiment with Simpl-Open
and is aimed at both public and private
data spaces.

The platform facilitates the exploration
and adoption, while also enhancing
compatibility and interoperability
across different projects and initiatives.

Simpl-Labs

Playground environment for
Simpl-Open

+
Interoperability test for
existing data spaces

)

European
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Data spaces target

How does Simpl-Labs support different data spaces?

Established

Early-stage data spaces

data spaces

Prospective
data spaces

Evaluation of

Discovery and Learning and new components
consideration experimentation or versions

European
Commission
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What can be expected from @ Committed scope

Possible Follow up - Implementation of Simpl Live/Labs;

SI m p I - L ab S n eXt? Simpl-Live Feasibility Studies for new data space initiatives

Simpl Programme Roadmap Potential next step still to be validated
2023 2024 2025 2026 2027 2028
Preparatory Study —

Procurement / Call for tender

Simpl - Open
Simpli1 Live | *
Simpl - Labs

Simpl - Live Il + EuroCloud **

Simpl-Open Al Enablement

Execution

Feasibility Study Execution
. ]

Feasibility Study Execution
 ____________________________________J

Feasibility Study Execution
. ]

Feasibility Study & Execution

* Data spaces included: PPDS, EHDS2, LDS, EOSC, DestinE, SCDS ** Data spaces included: CEADS, GDDS, CEMDS, CEEDS

European

i i Commission



Simpl-Labs in a nutshell

Watch the Simpl-Labs promotional video

v

European
Commission
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https://eceuropaeu.sharepoint.com/teams/GRP-Simpl-External-SC1-SovereignX/_layouts/15/stream.aspx?id=%2Fteams%2FGRP%2DSimpl%2DExternal%2DSC1%2DSovereignX%2FShared%20Documents%2FSC1%20%2D%20SovereignX%2F03%2E%20T3%5FSimpl%2DLabs%2F07%2E%20GENERIC%20DISSEMINATION%20MATERIAL%2FSC1%5FD3%2E7%2E3%2F01%2E%20SfR%2FSC1%5FD3%2E7%2E3%5FSimpl%2DLabs%2DGeneric%2DDissemination%2DMaterial%2DPromotional%2DVideo%5FSimpl%5F20241231%5FV0%2E1%2Emp4&referrer=StreamWebApp%2EWeb&referrerScenario=AddressBarCopied%2Eview%2E9b043d96%2Df3a4%2D4d22%2Da4b7%2D3adb32acb7be

Playground environment

Simpl-Labs as a playground environment

1. Aportal for managing the
setup of data spaces, a
catalog of reusable templates,
learning paths, and information
about resource usage.

2. Aplayground environment
based on Simpl-Open
technology, with custom
instances of test data spaces
useful for experimentation

Simpl-Open powered test data space I

Gov.
- —e ®— Consumer — 9|

Authority

0o

Template Learning Monitoring Data Infra.
Provider Provider

l l

Simpl-Labs

European
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Interoperability testbed
for Simpl-Open

Simpl-Labs as an interoperability testbed

1. Deploy a custom software component within the
testbed environment

2. Access the conformance testing dashboard to
select and launch test suites in order to verify the

interoperability levels within the Simpl ecosystem.

3. Execute test suites for various scenarios. Precise
tests are performed to verify APl and data
compliance.

The interoperability testing capability will be developed by leveraging the
services offered by the European Commission's ITB platform.

https://joinup.ec.europa.eu/collection/interoperability-test-bed-
repository/solution/interoperability-test-bed

c ¢ Test Simpl-Open
omponen dashboard Specifications
Registry

: Interoperability
Test suites Test Bed
Custom Simpl-Labs

Software

Components

3

* Simulated using custom ITB services

European

46 | Simpl Annual Community Event 2025 -
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https://joinup.ec.europa.eu/collection/interoperability-test-bed-repository/solution/interoperability-test-bed
https://joinup.ec.europa.eu/collection/interoperability-test-bed-repository/solution/interoperability-test-bed

Proof of Concept use cases

Three PoC use cases

Build a
data space

Data space
monitoring

&

Test custom
components
conformance

European
Commission



Proof of Concept Demo
Showcasing the Simpl-Labs PoC

A As an authorized user, you can access the platform
and utilise a testing environment for Simpl-Open
technology.

A Using a guided wizard, you can create a data space
based on Simpl-Open, tailored to your experimental
needs, with access via both Ul and console.

A During the experimentation, you receive important
monitoring insights regarding resource usage related
to your activities.

A You can access a testbed that allows you to run
conformance tests on your software to ensure
interoperability with the Simpl-Open data space.

~\
s
N
Follow the
Simpl-Labs PoC demo
J
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https://poc-simpl-labs.dev.simpl-europe.eu/

Feasibility study outcomes

Four key outcomes from the Simpl-Labs feasibility studies

<]
g
POEC

Working Proof
Simpl-Labs of Concept Feasibility
architecture study report

Functional and
non-functional
requirements

https://code.europa.e

u/simpl/simpl-
labs/poc-simpl-labs

European
Commission



https://code.europa.eu/simpl/simpl-labs/poc-simpl-labs
https://code.europa.eu/simpl/simpl-labs/poc-simpl-labs
https://code.europa.eu/simpl/simpl-labs/poc-simpl-labs
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Scan the QR Code, take part
In this survey, and help us
evolve Simpl-Labs!
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Simpl-Live:
Supporting data
spaces with Simpl
-
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Simpl-Live: Supporting data
spaces with Simpl

Introducing the Speakers

Ralf Resch Daniel Gonzalez Mirthe Boerdijk
Project Owner Simpl-Live, Project Manager Simpl-Live, Relationship Manager Simpl-Live
DG CNECT European Commission Sovereign-X Sovereign-X
%
% £ & European |
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Setting the Scene:

A Wh a tSimiplsL i v e 0
Simpl-Live: Supporting data spaces with Simpl
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Simpl-Live Focuses on Instances of Simpl-Open for data spaces

Simpl-Live

A distinct instances of
Simpl-Open software
stack

A deployed for specific

sectoral data spaces/
initiatives

A European Commission
plays an active role in
their management.

European
Commission




Simpl-Live objectives

Three core objectives

A Simpl-Live supports the
Implementation of Simpl-Open in
existing data spaces/initiatives, via
feasibility studies.

A Simp-Live defines the integration
scenario and roadmap of Simpl-Open
deployment in selected data
spaces/initiatives.

A By working directly with the data
spaces/initiatives, Simpl-Live provides
common requirements to be
considered and prioritised by Simpl-
Open.

@»

Study

Simpl-Live

T+
—
O'\-7'O |:|()
4 —
Integration Requirements
Scenarios List

56 | Simpl Annual Community Event 2025
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What 60s

Preparatory Study

Procurement / Call for tender

Simpl - Open
Simpl i Live | *
Simpl - Labs

Simpl - Live Il + EuroCloud **

Simpl-Open Al Enablement

* Data spaces included: PPDS, EHDS2, LDS, EOSC, DestinE, SCDS

nSempl-Live?o r

2023

2024 2025

Execution

@ Committed scope

Possible Follow up - Implementation of Simpl Live/Labs;
Simpl-Live Feasibility Studies for new data space initiatives

Potential next step still to be validated

2026 2027 2028

Feasibility Study Execution

Feasibility Study Execution
.}

Feasibility Study Execution
. ]

Feasibility Study & Execution

** Data spaces included: CEADS, GDDS, CEMDS, CEEDS

European
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Overview of Simpl-Live Feasibility Studies 2024 (Contract 1)

The assessment of the feasibility of Simpl-Open deployment has been conducted with six initiatives

Public Procurement Data
Space (PPDS)

Unites European public
procurement data.

Language Data Space
(LDS)

Platform for multilingual
language data sharing and
reuse.

European Open Science
Cloud (EOSC)

Seamless research data
storage, management, and
analysis across borders.

Y

Destination Earth
(DestinE)

"Digital Earth" model

to monitor&predict
interaction between nature
and human activities.

Smart Communities Data
Space (SCDS)
Trustworthy Al and
interoperability for cross-
sectoral government
services.

European
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Overview of Simpl-Live Feasibility Studies 2025 (Contract 2)

The assessment of the feasibility of the Simpl-Open deployment will be continued with five selected initiatives

Energy Data Space Agriculture Data Space
Supports innovative energy Optimizes natural resource
services aligned with use and stimulates data-

EuroCloud initiative

European Commission
Initiative to foster a true
federation of EU public
sector cloud and edge
infrastructures, services

sustainability goals, driven innovations in
promoting sector agricultur by facilitating
integration data sharing

and data to enable
resource sharing amongst

European Mobility Data Green Deal Data Space participating EU public
go% Space . %\ Enables accessto sector organisations.

Enhances efficiency, safety environmental and climate

and sustainability by data data for a sustainable

access, pooling, and Europe by creating a data

sharing in transport ecosystem

European
Commission
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Next steps* for the data spaces/initiatives from 2024

Each data space/initiative has its own integration scenario with its own roadmap

()

Simpl-Live

Today

Finalisation of
Feasibility Studies

End Q2 2025

Simpl-Open
Integration Project
| Kick-off

*Tentative roadmap subject to contractual procedures.
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Q371 Q4 2025
Proof of Concept

Open on test
environments

Summer 2026
Integration of Simpl-

Early 2027

Integration of Simpl-
Open on production
environments

European
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Next steps for data spaces from 2025 feasibility assessment
Overall timeline T Contract 2
Q1 Q2 Q3 Q4 Q1
25 25 25 25 26

European Mobility Data
Space Feasibility Study

European Data Space for
Energy Feasibility Study

European Agriculture Data
Space Feasibility Study

European Green Deal Data
Space Feasibility Study

EuroCloud ﬁ
I I I I I
| | | | |
European
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Simpl-Live Methodology and Results

2024
Simpl-Live: Supporting data spaces with Simpl
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Simpl-Live Methodology

Sequential actions guide the assessment process, focusing on a fit-gap analysis and implementation strategies

Simpl-Live
(Feasibility Study)

Collect Assess Map Conclude Define
Collect Simpl-Open Assess data spaces Map status-quo of Consolidate and Define Simpl
specifications and /initiatives data spaces/ conclude results in implementation

specify assessment characteristic and initiatives on Simpl- feasibility study roadmap for each
criteria for data capabilities based Open requirements report for each data data space/initiative
spaces/initiatives. on their maturity (Fit-Gap Analysis). space/initiative. based on

and status-quo. assessment results.

(Requirements Definition)

Regular alignments with Simpl-Open facilitate feedback integration and ensure coherence with project objectives.

European
Commission
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Simpl-Live Methodology and its objectives

By following the Simpl-Live methodology, the objectives of the project are fulfilled

Simpl-Live
(Feasibility Study) j_-\ T;P
) o)
Integration
Scenario
—

(Requirements Definition)
Requirements

List

The results of the Simp-Live feasibility study provide feedback for both Simpl-Open and each data space on how to integrate Simpl.

European
Commission
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Different ways to use Simpl-Open for integration scenarios

The integration scenario depends on the data space initiative priorities, objectives and state of development

Use Simpl-Open in both fundamental
processes and exchange data with other
data spaces / initiatives

wm o (o 9 & m O (3 U @ & &=

Use Simpl-Open with more focus on
internal data space development

Use Simpl-Open with more focus on

LT ©F [ el o IusiEle interoperability, cross-sector collaboration

Simpl-Open

Simpl-Open to support fundamental processes

O~ 7
oFe
\ ] A A
rR—

European
Commission
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Case 1. Simpl-Open as a gateway to other data spaces / initiatives

Integration of Simpl-Open as a gateway

. N ' Data space 1
% Interoperability | Data

Provider

s

&= Cross-sector collaboration | Compatible AP

Compatible API Compatible API Simulations

@ @ g @ Cloud nodesi

Compliance and security

r App Consumer : )
| Pt Machine App Data Provider

learning Provider

Simpl-Open as a gateway allows for connecting to a single source, facilitating collaboration across data spaces/initiatives and sectors.

European
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Case 2. Simpl-Open to enable data space fundamental processes

Integration of Simpl-Open for fundamental processes, such as:

s
Ial

m Governance & auditability Security and Compliance

B

&

J:L{& < Data Ingestion & Transformation % Interoperability

Infra.

O :
|IIIII| - ;mpl Provider

Governance
A.

Ca Metadata Management & Discovery Personal Data Handling

S ok

Yy Appl.
Data Provider

Provider

Simpl-Open provides building blocks to facilitate essential internal business processes and governance.

European
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Mapping of the data spaces/initiatives into the different ways of
using Simpl-Open*

Initiatives of the Simpl-Live Feasibility Studies 2024

/ N~
- rd

S5
% s = Greater focus on interoperability with other
A " a data spaces initiatives
o © O
O ()
S 33
s |
g -
s | S
S c
© — = -
'g c
z|
= 3
o
| IE
] ¢
= o
o o
Q
o
£
)]

Simpl-Open as a Gateway to other data spaces/initiatives
* The integration scenarios presented are subject to final validation with the European Commission and the respective data space initiatives.
European
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Integration Roadmap i Timeline

A tentative roadmap, subject to contractual steps, is presented for each data space initiative

50 8 5 5 5 5 5 5 5 5 0 5 0 5
EEEREEENEEEEENEEEEENEEEEE

'Phase 1: Proof of Concept (6 Months)

'Phase 2: Pre-Production (1 Year)

Go-Live

@

Pha'ise 3: EProdiuctioin (6 I\E/Iontrias)

Legend: ¢ Potential earlier start (phase overlap) [ Phase duration ‘ Regular alignment for adjustments with Simpl-Open m /m Month in project timeline

European
Commission
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Requirements from Simpl-Live data spaces / initiatives

The data spaces/initiatives provided specific requirements and needs to be included in the Simpl-Open backlog

72 | Simpl Annual Community Event 2025 ; § Commission |




Common Requirements from Simpl-Live data spaces / initiatives

The data spaces/initiatives requirements were clustered on high-level categories

Simpl-Live Functional Common Requirements

== Data exchange and

Monitoring data usage
e

~G interoperability

and user activities

Authentication and Ea Data governance,
© authorisation O compliance and audit Simpl-Open BP / Requirements
O Metadata management Access control
Q" and search capabilities B mechanisms
@

~ European
= Commission

1

i

0
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Monitoring data usage and user activities are
mapped to Management /operations of data space

Simpl-Open Business Process Requirements

Simpl-Open Business Processes

12.1 - Application sharing - Compliance Monitoring

12.2 - Enable and enforce usage policies - Logging

12.3 - Logging Simpl agent usage

12.4 - Monitoring Simpl agent health

leflxlanagement 12.5 - Monitoring compliance with EU regulation
12.6 - Logging data or application consumption

12.7 - Monitoring business actions

12.8 - Central logs repository per Simpl-Open agent

é

V") operations of dataspace
> business

Simpl-Live Common Requirements @ Simpl-Open Business Process @ Included in Simpl-Open MVP

European
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Authentication and authorisation are mapped to data
space setup and onboarding of providers/consumers

Simpl-Open Business Processes Requirements

Simpl-Open Business Processes

1.4 - Federated authentication

1. Dataspace setup: Role
of governance authority  \ N/

3a.1 - Onboarding of a new data space participant
- attribute placement during onboarding

@ 3a.2 - Finalising onboarding
3a.3 - Onboarding procedure

3a.4 - Participant actions

3a.5 - Registration of onboarding request

3a. Onboarding of
providers & consumers

Simpl-Live Common Requirements @ Simpl-Open Business Process @ Included in Simpl-Open MVP

European
Commission




Metadata management and search capabilities
are mapped to add and search of resources in the catalogues

Simpl-Open Business Processes Requirements
Simpl-Open Business Processes 5.4 - Enable and enforce usage policies -
Assignment of a policy
5.5 - Enable and enforce usage policies - Definition

of a policy
5. Provider adds a new 21 - On.boa.rding TEW BIEIE :
@ resource to the @ 5.9 - Validation of metadata onboarding
catalogue 5.11 - Access policy
6.1 - Data quality assessment
6. Consumer searches 6.2 - Search in data/application/infrastructure
resources on catalogues catalogue in another federated data space

6.3 - Search in data/application/infrastructure
catalogue through a Ul or an API

6.4 - Request a resource

6.5 - Search Results

Simpl-Live Common Requirements @ Simpl-Open Business Process @ Included in Simpl-Open MVP

European
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Data Exchange and Interoperability are mapped to use
of applications or data resources from provider

Simpl-Open Business Processes Requirements

Simpl-Open Business Processes

9.C . e
@ appfcls{ilf)nr::roﬁf{a @ 9.9 - Support for (near)real time data within/across
data spaces
9.10 - Various types of data sharing

resources from provider

Simpl-Live Common Requirements @ Simpl-Open Business Process @ Included in Simpl-Open MVP

European
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Governance, compliance and audit are mapped to
business process related to enforce usage policies

Simpl-Open Business Processes Requirements

Simpl-Open Business Processes

5. Provider adds a new ..
@ resource 1o the 5.4 - Enable and enforce usage policies -
catalogue Assignment of a policy

9.6 - Enable and enforce usage policies T

9. Consumer uses Enforcement
@ applications or data

resources from provider

Simpl-Live Common Requirements @ Simpl-Open Business Process @ Included in Simpl-Open MVP

European
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Access and control mechanisms are mapped to
onboarding business processes

Simpl-Open Business Processes Requirements

Simpl-Open Business Processes

3a. Onboarding of 3a.6 - Access control - end users to agent
providers & consumers

3b.1 - Access control - roles management

3b. Onboarding of end
users

Simpl-Live Common Requirements @ Simpl-Open Business Process @ Included in Simpl-Open MVP

European
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Conclusions

Recap of the topics discussed
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After

L u n c h Unlocking Simpl-Open Enabling value
MVP: A Hands-On through Simpl

Exploration
Go to the workshop @ Classic Lounge @ Minerva

you selected at the
momment of

registration Non-
Technical

& European

=— Commission |

*
#7
* *
L
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Lunch Break

Simpl Annual Community Event
will resume at 14:00

4



Parallel workshops
Simpl Annual Community Event

O Unlocking Simpl-Open
@ MVP: A Hands-On
(@ Exploration




Unlocking Simpl-Open MVP:

A Hands-On Exploration

Introducing the Speakers

Nicolas Auricchio
Lead Architect Simpl-Open,

Sovereign-X
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Melanie Mirjana Friedrich
IT Architect Simpl-Open,

Sovereign-X

Pietro Bartoccioni
Lead Architect I1AA,

Sovereign-X

Arian Firouzbackhsh
Data Space Architect Simpl-Open,

Sovereign-X

Dario Andrei

Architect |IAA,

Sovereign-X

Richard Mrasek
Integration Architect Simpl-Open,

Sovereign-X

Paulo Cabrita

Solutions Architect Simpl-Open,
Sovereign-X

__
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Introduction to the architecture

approach and domains
Introduction to the workshop

W A

"




Introduction to the Architecture

The architecture of Simpl-Open is created using a layered approach

High-Level Architecture

Business Architecture

Application Architecture

Technology Architecture

Simpl-Open Agent
Simpl-Open Buildi |

[ Applicat |
‘ Usage

Metrics |

" Energ)
Alerts

|| Performa |
‘ Monitor| |

~ Performa |
‘ Usage

| Log Inf |
| ‘ Extracti |

‘ Billing

ol SLA
‘ Managen |

hee0L

i
End Users | £
Organisation i
‘ Consumer CD-
£ —
22—/4
Consumer Simpl-Ogen Agent i
15
i o :
(P Contact O| 5, (PP Search O !
Management "727 ‘ '—‘17
| |
— i
I
i
17 |
( :
- [ 4 Data Space Connector |
wo y O £ v -
| Contract Tr
I Negotiation J P
18 20
23 26
Infrastructure Provider Simpl-Opgn Aflent
(P observabilty O | ] Data Space Connector
| [ contract (@ J Local Assets ()] |
‘ Negotiation }»m ‘ Catalogue |
. ARG ~ )
24 11 (—
¥ | v =
32 W convracc O] (B Resource O] [P n
" Management | Offering ‘ )
| Editor
Lzsal {mI
- ===
1 Provider I
[ | o
I ‘ Inf
[ Endusers/ % L
Organisation

Governance Authority Si Governance Authority Simpi-Open Agent =
REST
ocse B
| Identity Provider €
Identity O
Provider AP Credential O
S . . |
va [y
Credential O Identity Database ]
Management | |
Credential Fle.
wa [y
Create Credentials/Onboard Participant i
“en Participant Ble-
Credential ]
Factory
HBCA O PostgresaL O
REST B
(Create temporary
Tier 1 credentials REST B
- Onbearding 4 . Onboarding O Onboarding| q Security Atributes Provider  §]
APl APl - Security -O
ding §] Retrieve and register Attributes €
= o tes @
Mana participant attributes s e Management
. Onboarding 4 . Onboarding -0 1 L ™)
u T
* 2 i bl Security O
Angular [ ¥ ¥ ¥ Attributes ¢
Onboarding £ Document £ Procedure B3 Provider U1 M £
Request R 2 Auribute
Angular [
PostgresQL (3 PostgresQL )
Onboarding Database Attributes Database
Retrieve ephemeral proof
Tier 2 Authentication O Tier 2 Authentication £] Credential Database/Vault £]
S Tier 2 credent NTier 2 credentials verification. A o Provide
Angular [ " ..»  Credential B
Credential ] Access credentials
Management +
L o Keypair
+ Tier 2 Authentication -0 wa [y Access keypair 5 yair O
Provider APl
PostgresQL (Y
L REST REST
REST = = =
Retrieve ephemeral proof
} L Users& O Users & Roles Fil
Roles APt
\mmmmF i) | Oua Users & Roles ]
Authorisation ] Management
TesAmc S o | o o a0y |
Spring Cloud () rieve user roles Roles Ut v a
_Gateway Angutar 1y — ; mm;y :;:amau
User O
Management
Authorisation &] esqL
iR Service PostgresQL O
Spring Cloud (9 User & Roles Database
Gateway
Retrieve role’s

Access credentials———

identity attributes.

ige users and

Tier 1
Authentication
Poder A O

Tier 1 Authentication Provider

Ll

Users ] Agent Users Management O
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_ Management
Keycloak O3 {
v v
iy un‘:l:n’klaxm-o L User B3 User Role £
Provider Ul Local IDP O
UID Federation mmo
L = User Database
* %
=R European
® Commission




Introduction to the Architecture

Key architecture principles

Resilience

Simpl-Open's architecture components must be fault
tolerant, so that failures have minimal impact

Discoverability

All services provided by Simpl-Open must be
publicly exposed and discoverable in a service
registry or catalogue

7

Security, privacy & trust

Simpl-Open must provide a secure and trustwarthy
environment while complying with relevant regulations

Scalability & elasticity

Simpl-Open must provide means to accommodate larger

workloads and assure correct resource pooling and

allocation while allowing new entities and users without N
impacting performance

Interoperability

Simpl-Open must ensure that all participants will be able to
interact with each other and exchange data and resources
in a well-specified way.

Architecture
Principles

- &S

Federation
Simpl-Open will serve as a federation of both data and infrastructure,
enabling interoperability and decentralisation

Modularity

Simpl-Open architecture must be defined in a
modular way and with open-source technologies

Loose coupling

The implemented components should be loosely
coupled to minimise dependencies between them

Openness and agnosticism

Simpl-Open's components must be designed following
open specifications and standards and implemented
using open-source technologies

Composability & extensibility

Simpl-Open's architecture must allow for open to iterative
growth while allowing the addition of new services and
capabilities

%

oK

e
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Introduction to the Architecture

Simpl-Open is decomposed into 3 functional domains

Onboarding & IAA Publish and consume Management/Operation of
resources data space
Provides the means to join a The essence of a data space: Provides the functionalities that
data space and establish trust allow to share resources are necessary to manage and
between participants. (datasets, infrastructure, operate a data space.

applications) between the
participants.

European |
Commission




Onboarding & IAA

Stay on this room
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Pietro Bartoccioni
Lead Architect I1AA,

Sovereign-X

Dario Andrei
Architect I1AA,

Sovereign-X

*
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Publish and

nt It:_iicfpl‘arr(]d_tl\/ltrg_selio Arian Firouzbackhsh
e IR B Data Space Architect Simpl-
Sovereign-X
Open, sovereign-x

Consume Resources

Go to the terrace

Paulo Cabrita Melanie Mirjana Friedrich
Solution Architect Simpl-Open, IT Architect Simpl-Open,
Sovereign-X Sovereign-X

__
_——/: § European |

==— Commission
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Technical Workshop

Breakout Room Setup

@ 2,5 hrs including a 20 min break

Submit your
question via
Sli.do

s

Onsite Breakout Room

Raise your

Hybrid Breakout Room \I

© Classic Lounge
x & Online

Use of data space

© Terrace

Setting up a data
space

hand to ask a

question

i




How to set up a data space

ldentification Authentication Authorization and
Onboarding




Agenda

Break out: How to set up a data space

Anatomy of Simpl- Interoperability and Where to start to set Onboarding
Open service comparison with up an agent? participants
IDS RAM 4.0

A Built-in service A Interoperability A Official resources "On Hands" demo
A Access-through service A IDSA comparison A Workshop demo scope

g

==— Commission
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Two-tier approach - summary

IAA will not Issue:

A Digital identities, only integrate existing ones (EU Login,elD, EUDI W, &) ;
A Digital signature certificates or PIDs, rely on existing ones (eIDAS, EUDI W, &) ;

Tier 1

| AA for participantds agent end wusers.
Follows access control based on roles (RBAC).

Tier 2

IAA for communication between dataspace agents.
Follows access control based on identity attributes (ABAC).

The access to the data space functionalities i1 s excl us.itonalites. per f or |

European
Commission




Two-tier approach - diagram

- Em Em mm Em EE N EE Em EE EE Em Em Em Em N Em N Em Em o Em
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|Tier 1 authentication

e
N

End User

"| provider (Keycloak)
- -

1.1 Redirect
R
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ldentity attributes

Defined by the data space Governance Authority (DGA), used to identify:
A Participant types (DGA, consumer, data/app/infra provider);
A Permissions across all agents (searching catalogue, publishing
A Rights to perform specific actions data space wide (signing co

Given by the DGA to any participant.

Assignablei by t he participantds governance to a role; any wuser with that

Read-only (predefined):
A Have the same meaning data space-wide and eventually across data spaces (enabling common federation identity attributes):;
A Not editable by the DGA;
A Used to enforce ABAC in the tier 2 communication;

Customizable:
A Allows to define additional data space permissions/rights;

European
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Roles and relation with identity attributes

Defined by the governance of a participant, are standard OIDC roles and are used to:
A Specify types of end users in the agent;
A Regul ate the access of agentodés features and functionalities;

Relation with assignable identity attributes allows the governance of a participant to:
A Delegate to a role one or more of its data space wide rights or permissions;
A Manage the received attributes independently, distributing them to groups of its end users;
A Establish which role (end users) operates on behalf of the participant;

An example of an identity attribute as a right is the RESEARCHER identity attribute used in the catalogue search engine to filter service offerings
results.

European
Commission




Agenda

Break out: How to set up a data space

IAA Architecture

Interoperability and Where to start to set Onboarding
comparison with up an agent? participants
IDS RAM 4.0

A Two-tier approach

A Identity attributes

A Roles and relation with
identity attributes

A Interoperability A Official resources A "On Hands" demo
A IDSA comparison A Workshop demo scope

g
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Anatomy of a service

Participant Data Center

SIMPL Service

0
Frontend

(Optional) Local T1 a
Backend

Component

A

—
SR

Remote T2
Backend
Component
{Optional)

—

Tier 1

|
Tier 2

Resource
Agccess through

{Optional)

Frontend: optional and protected by Tier 1 authentication

Local T1 backend component: service, protected by Tier 1 authentication, that implements an agent
functionality lecally or by communicating with another agent Tier 2 remote component

Remote T2 backend component: service, protected by Tier 2 authentication, that implements a dataspace
functionality, exposing it to other participant's agents

Resource access through: actual resource, external to the agent. that is accessed locally or remotely using the
local or remote components

Participant Data Center

Data Provider 01

Local T1
~ -
g — g
S [=

Remote T2
Comp

| |
| |
| |
| |
@ Comp :
| |
| |
| |

Participant Data Center

Internet

|
|
| Infra Provider 02
|

Local T1
N ~
T — &
= =

Remote T2
Cormp

[
[
[
[
Comp I
[
[
[
[

Participant Data Center
Consumer 03

[

[

[

171 |
Comp |
i [

[

[

[

Remote T2
Comp

___g%____
jrz

* Kk

* st

oK

e
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Built-in - Local service

Uses a frontend (optional) and a local tier 1 backend.
Implements a local core functionality: e.g. users and roles management.

LUser & Roles
Frontend

Agent Alpha

-

|
J

Tier 1

User & Roles

User & Roles
Backend

Tier 2
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Built-in-Acr os s

agent o0s

Sseryv

C €

Uses a frontend (optional) and a local Tier 1 backend, working with a remote Tier 2 backend.

Implements a remote core functionality: e.g. searching catalogue.

|

Catalog 1

Consumer Agent

-~

Frantend J

Tier 1

Local T1
Catalog
Backend

~

)
J

Tier 2

Authority Agent
o™ -—
» o @
[ [
Remote T2
Catalog
Backend

_/
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Access-through - Local service

Uses a frontend (optional) and a local Tier 1 backend that accesses a local resource (external to the agent).

[

Application/ ]

Consumer Agent

-

Local T1
Data connector

Frontend J

Tier 1

Consumer
Backend

Tier 2

~

A4

[

Application/Data/Infra
Resource

|
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Access-through-Acr oss agentos service

Uses a frontend (optional) and a local Tier 1 backend, working with a remote Tier 2 backend, accessing a
remote resource (external to the agent).

Consumer Agent Provider Agent
Application/ ] / \ / \
[ Frontend J Local T1 1
Data connectar
Consumer
Backend
— (o] [9V] -—
@ o) > & N @
[ = [ [
Remote T2
Data Connector
Frovider
Backend
\ 4
Application/Data /Infra
Resource
O
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An exampl e NEchoo

Example of a IAA enabled service: will become the template project to integrate IAA functionalities

Alpha Data Center

Beta Data Center

Agent Alpha

Agent Beta
Ping Service /
Ping Frontend
Ping Local T1

Ping Service
Internet
|
Backend 1.

l Component | I I k/\ T
|

v

Tier 1

Tier 2

v

\ 4
Tier 2

Tier 1

| Ping Remote T2

Backend
Component
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Agenda

Break out: How to set up a data space

IAA Architecture Anatomy of Simpl-
Open service

Where to start to set Onboarding
up an agent? participants

A Two-tier approach

A Identity attributes

A Roles and relation with
identity attributes

A Official resources A "On Hands" demo
A Workshop demo scope

A Built-in service
A Access-through service

g

==— Commission
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Interoperability of IAA

Built-in in Keycloak:

Identity Brokering and Social Login
d J J L <evcLoAK

Enabling login with social networks is easy to add through the admin console. It's just a matter of
selecting the social network you want to add. No code or changes to your application is required.

Keycloak can also authenticate users with existing OpenID Connect or SAML 2.0 Identity Providers. Again,
this is just a matter of configuring the Identity Provider through the admin console.

[ od | EXET (- oo
OpenlD Connect SAML 2.0 Kerberos

User Federation

Py i - . » Active Directory
.Keycloak has built-in support t.o connect to e:ﬂstllng LDAP or Active Directory s.ervers. You can also n { ‘_'LOAK
implement your own provider if you have users in other stores, such as a relational database.

Relational database

Additional integrations*:

A ol bc4avc (EUDI W, OCM, walt.id, ¢€);
A EU Login;
A elD;

* not part of MVP
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Compari son with I DS RAM 4.0

The agent is also designed to be treated as an IDS device ( RAM 4. 0 Knowl edge Base).
In the following picture the mapping between IDS RAM and Simpl-Open components (in blue).

Simpl-Open agent  IDS Identity Provider DGA Agent
Identity Provider

Device CA
Dynamic Attribute
Provisioning Service 1.
Simpl-Open agent 1 (DAPS) Simpl-Open agent
' Security Attribute Provider ‘ -
{DS Gooomcior 2 2 IRS Connector
X.509 Identity “a  X.509 Identity

_ Certificate | _ Certificate

Dynamic Attribute ~a Dynamic Attribute
Token (DAT) < 3. » | Token (DAT)
Ephemeral Proof Ephemeral Proof

Participant Domain Participant Domain
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https://docs.internationaldataspaces.org/ids-knowledgebase/ids-ram-4/perspectives-of-the-reference-architecture-model/4_perspectives/4_1_security_perspective/4_1_2_identity_and_trust_management#identities-for-devices

1.b - Retrieve Proof
from Authority & store to cache
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2.b/3 .a - retrieve proof
from cache

% T2 AuthN Provider
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T Use

1.a - Retrieve Proof

2.b Credential Check (OCSP)

2.a Credential Check (OCSP) once per proof
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mTLS Client

T2 AuthN Provider
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| 3.b - Proof validation

2 mTLS Authentication

& store to cache

3 - proof exchange:

Call Endpoint A

T1 Local Service

T2 AuthZ (GATEWAY)

4 - Call the endpoint
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Where to start to setup an agent?

L Integration team repositories:

A Governance Authority;

Data Provider:;

A
A Consumer;
A

Common Components;

Namespace
Catalogue/Data01
Pod/Component

O
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https://code.europa.eu/simpl/simpl-open/development/agents/governance-authority
https://code.europa.eu/simpl/simpl-open/development/agents/data-provider
https://code.europa.eu/simpl/simpl-open/development/agents/consumer
https://code.europa.eu/simpl/simpl-open/development/agents/common_components

